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Introduction  
This is the companion document to ILRI’s policy on research data management and sharing1. It 
provides detailed guidance, tools and resources for implementing the policy principles. This 
document should be regularly updated and encourages inputs from ILRI staff to share their own 
tools and resources which may be useful to other colleagues and partners.  
Both documents will be deposited and shared at data.ilri.org along with most of the tools and 
resources detailed in this document (unless owned / managed by other organisations). 
The CGIAR Consortium level policy has an implementation phase of 5 years (i.e. full compliance by 
November 2018); all guidance provided in this document is aligned to this timeline. 
 
  
                                                          
1
 See https://cgspace.cgiar.org/handle/10568/63496 
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Implementation of guiding principles 
The implementation guidelines are governed by the key principles described in ILRI’s policy on 
research data management and sharing. The focus is on the implementation of these principles. 
A positive research data management culture 
The overall goal of the data management policy and this implementation plan is to enable a positive 
research data management culture within ILRI. To achieve this goal a series of steps should be taken: 
 Research Methods Group (RMG) and the Capacity Development Unit (CapDev) will 
coordinate regular training on best data management practices and tools to ILRI staff, 
students and partner organizations. 
 RMG will schedule seminars to showcase new tools and practices for better data 
management. 
 Early planning and budgeting for data management should be included in all projects; see “a 
well-defined research data management process” principle below. 
 Activities towards open access should be included in the performance assessment of ILRI 
staff. 
A well-defined research data management process 
All projects that collect research data, whether small or large, shall have a documented data 
management plan (the larger the project the more detailed the plan). The document defines the 
processing and management of data from data collection to its storage in the data repository (see 
“suitable repositories , storage, preservation and security” principle below) and should reflect the 
way the data are collected (paper or digital), the data entry tools used and the capacities of partners 
to handle the data. It may also include backing-up strategies, staff responsibilities and plans for 
making the data open-access. Details on these can be found in the document “ILRI data 
management protocols – process, roles and responsibilities, staffing and budgeting”. 
It is the responsibility of RMG and other ILRI ‘data buffs’ to provide guidance in designing data 
collection instruments and appropriate data collection tools to use. Currently, RMG fully supports 
the following data collection tools:  
 ODK (https://opendatakit.org/),  
 CsPro (http://www.census.gov/population/international/software/cspro/),  
 MS Access and MS Excel.  
It is the responsibility of staff to contact RMG if other data collection tools are to be used to ensure 
compatibility with ILRI’s data management infrastructure. 
Spatial data does not require a separate detailed plan although it should include documentation on 
the methods and procedures used to generate new variables or spatial layers. ILRI stores its GIS data 
in a spatial repository (see “suitable repositories, storage, preservation and security” principle 
below). It is advisable to contact RMG before starting the production of GIS layers to ensure 
compatibility with the repository.   
Quality assurance standards 
The data management process defined above shall incorporate roles and procedures to ensure 
proper collection and submission of data from the field and throughout the data cleaning and 
analysis process. 
RMG has a series of data managing tools (for supported data collection tools) that automate, 
standardize and accelerate the processing and storage of data into ILRI data repository (see “suitable 
repositories , storage, preservation and security” principle below). These tools provide a first layer of 
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data checks by filtering out unrelated records (for example, values of categorical variables that don’t 
exist in a predefined list of options) and generating logs that can be used to trace and correct errors. 
The data that pass this first filter and its stored in the repository is at least consistent in relational 
terms. 
Data curation is an integral part of data management that ensures its usefulness for science and 
impact. During curation data can be manipulated by different people at different times and it is 
crucial to keep detail track of the changes to ensure confidence and accountability. ILRI’s data 
repository has automatic auditing. The audit logs any change made to the data along with the date 
and time and who did the change. ILRI staff responsible for the data can request to RMG the auditing 
information for a particular dataset at any time. The log can also be used to reconstruct any 
unintended change in the data. 
The process for cleaning the data should also be standard with clear guidance on what should be 
considered as an error or not. Though this consideration is related to the kind of data and the aims 
of the project RMG has guidance documents on “Generic procedures for data cleaning”. 
For accessing the data in the repository, whether it is for analysis or curation, access is granted with 
user name and password (see “suitable repositories, storage, preservation and security” principle 
below). Staff responsible for the data must communicate to RMG the list of staff in charge of data 
cleaning. 
The repository is accessible through the network for ILRI staff in Nairobi and Addis Ababa. Out-
posted staff can request off-line copies of the data (snapshots) that also support curation auditing. 
RMG has manuals and training materials for using the data either on the repository or in snapshots 
files (available at http://data.ilri.org).  
If a third party project partner is responsible for collecting the data, then the project contractual 
agreement must specify the policy and guidelines for ensuring high quality standards including 
curation auditing and the provision of offline data curation. 
Open access and open source 
Guidelines for current and future projects 
Data shall, subject to any additional donor requirements, be made open access within 6 months of 
publication of the first information product underpinned by that data, or within 12 months of 
completion of the data collection and cleaning process, whichever is sooner. For this to happen in 
an organized and timely manner; projects, programs and partners implementing this policy should 
follow this process: 
1. Gather the metadata for the datasets as early as possible (e.g. during the design of a baseline 
study). See “documentation and metadata” below. 
 
2. Define a research data management process (see “a well-defined research data management 
process” above) and store the data in a suitable repository (see “suitable repositories , storage, 
preservation and security” below) 
 
3. Choose the right portal for the data: ILRI publishes household (or sub-household) level datasets 
through http://data.ilri.org/portal (ILRI data portal), spatial information (e.g., maps and remote 
sensing images) through http://data.ilri.org/geoportal (ILRI GIS portal), forage genebank data at 
https://www.genesys-pgr.org. Different types of data may also be combined within a project – 
ideally all will be hosted on the same platform, or searched and linked from a single platform.  
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If a third party project partner is responsible for the data then another solution for data portal 
could be selected as long as it complies with the requirements outlined in this document under 
the principles on “interoperability, limited connectivity and translations”, “suitable repositories, 
storage, preservation and security” and “documentation and metadata”.  
 
4. Choose a license for data: it is recommended to use either “Attribution-ShareAlike 3.0 
Unported ” or “Attribution-NonCommercial-ShareAlike 3.0 Unported ”  
(http://creativecommons.org/).  
 
5. If publishing on ILRI data or GIS portals, obtain a publishing account from RMG. You will receive 
a short training on how to publish the datasets. 
 
6. Publish the metadata even if the public access to the data will happen later: by exposing the 
metadata people can see that data are being gathered and eventually will be open thus 
creating expectations and possible future requests, it also greatly speeds up the publishing of 
the data. If the data are not even collected you can start by publishing related documents like 
protocols and tools.  
Both the ILRI data and GIS portals support private access to the actual data where credentials 
could be tailored to certain users or groups. By publishing the metadata this also creates a 
platform for sharing the data with project partners and colleagues at other locations during 
data collection and cleaning. 
 
7. Make a list of the variables in your dataset that are confidential (e.g., names, telephone 
numbers, GPS coordinates): for data on ILRI’s database server (see “suitable repositories, 
storage, preservation and security” below) inform RMG to affect this in your dataset. For data 
stored in the database server the data portal is able to filter the variables and remove any 
confidential information when public users request the data.  If managing your own dataset and 
for maps modify these offline (i.e. delete the confidential columns from the data you will make 
publicly available). 
 
8. When datasets are ready to be made open access upload your data to the appropriate 
repository or for data already in the data portal change the data and other resources to be 
‘public’.  
 
9. Link the dataset with external resources like publications in CGSpace, blogs and news articles; 
this promotes ‘movement’ of ILRI products. 
Guidelines for legacy projects 
For past projects the aim is to make datasets open access but there is no deadline for achieving this 
and we must prioritise these according to how useful the data may be to current and future research 
by ILRI and others. Scientist and partners should come with a plan to prioritise and publish legacy 
datasets.  The following process should be followed: 
1. Gather as much metadata as possible: it is understandable that for very old datasets the 
people involved might not be reachable however much information may be obtained from 
reports and other documents. 
2. It is expected that legacy data may be in old file formats. Contact RMG to advise you on 
whether to convert and store the data in ILRI’s database server or keep it in its current 
format. 
3. Follow points 3 – 9 of the guidelines for current and future projects above. 
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Guidelines for software 
Software produced for the processing, sharing, analysis and presentation of data should also be 
made open access under the same timeline as data: 
1. Gather the metadata of the software; see “documentation and metadata” below. 
2. Provide extensive documentation on the software; see “documentation and metadata” 
below. 
3. Choose an appropriate license: for software it is recommended to use either “GNU General 
Public License (GPL) Version 3”, “GNU Lesser General Public License (LGPL) Version 3” or 
“GNU Affero General Public License (AGPL)” (http://www.gnu.org/licenses/licenses.html). 
4. Choose the right code repository for the tool; see “suitable repositories” below 
5. Publish the metadata of the software in http://data.ilri.org/tools and link the metadata with 
the repositories.  
Ethics – Data ownership and authorship, privacy and rights of 
stakeholders 
All projects that collect research data from individuals, whether small or large, shall follow ILRI’s IREC 
guidelines to safeguard the confidentiality of data on human subjects. 
As part of open access the level of openness should form part of the metadata. Where there is 
agreement to share confidential information about research participants then ILRI’s non-disclosure 
agreement must be signed (see B below).  
The following table shows the range of situations for sharing data and the resources available to 
implement. Refer to ILRI Legal and IP unit and ILRI’s policy on the management of intellectual assets 
(https://cgspace.cgiar.org/handle/10568/34091) for further clarification: 
A. For public data either available in our portal or distributed by staff. These data do not 
contain sensitive information. Standards are defined on the data portal and in ILRI’s open-
data licensing-out agreement; they include – licensing, disclaimer and protected privacy and 
rights of research subjects.  
B. Datasets containing confidential/sensitive information requested for research, 
development or humanitarian purposes but outside the scope of a project. These data are 
shared via ILRI’s non-disclosure agreement with the approval of the principal investigator 
(PI) for a project. Standards include: data are shared to one organization (and named staff) 
for a single purpose, data cannot be shared to anyone else, data can be used for a specific 
period of time, data cannot be made publicly available and publications from use of the data 
must be reviewed by ILRI. 
C. Data produced by a partner organization under the scope of a joint project with ILRI. This 
aspect is covered under open-access and data sharing sections of our Collaborative Research 
Agreements and Consortium Agreements.  
D. Third party data hosted and made open-access by ILRI (e.g. via our data portal). We need 
an agreement between the producer (third party) and recipient (ILRI). These data do not 
contain sensitive information. Standards are defined in ILRI’s open-data licensing-out 
agreement; they include – licensing, disclaimer and protected privacy and rights of research 
subjects.  
 
Documentation and metadata 
Detailed information about the structure and nature of datasets is necessary both to produce 
meaningful data analysis and to gain any benefit from making data open-access.  
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It is the responsibility of ILRI staff and partners to document all datasets derived from research. The 
production of datasets metadata shall be guided by ILRI’s “minimum metadata standards for 
datasets”. It is advisable to gather and publish the metadata as early as possible (see above).  For 
datasets stored in the data portal the metadata is described using DDI 
(http://www.ddialliance.org/Specification/DDI-Lifecycle/3.1/), spatial data is described in the GIS 
portal using ISO 19115 (http://www.isotc211.org/) 
Software for the processing, sharing, analysing and presentation of data should also be documented; 
this includes models and scripts.  The production of software metadata shall be guided by ILRI’s 
“minimum metadata standards for software.”  
Software must be accompanied by extensive documentation on its usage and usability. In addition 
all the internal code must document functions, classes and call. External resources like databases 
and files must also be documented. 
Suitable repositories, storage, preservation and security 
For household (or sub-household) level datasets 
A suitable repository should be able to store, securely preserve and allow concurrent access to 
datasets while keeping the integrity of the data and tracking of the changes made by users.  The 
usage of files like CSV, STATA or SPSS in file storage systems like shared folders or cloud services like 
DropBox  are not suitable repositories for these data. 
ILRI manages its data in a database server. RMG and data management staff across the institute has 
the necessary resources (tools and skill set) to help ILRI staff and partners to store their data in the 
server.  
Access to the data in ILRI’s database server is possible through different systems: 
 The dataset portal (http://data.ilri.org/portal) exposes the data on the database server 
by converting it to popular formats like CSV, STATA etc.; changes in files can be 
synchronized against the database server. The portal provides three security access 
levels: Public, Private and Confidential. Public access only requires filling a guest book to 
download the data. Access to private data is given to selected users and it is controlled 
with a user name and password. The Confidential section provides access to confidential 
data like GPS coordinate. It should be given to very selected users and requires signing a 
Non-Disclosure Agreement. Staff can contact RMG to request datasets for private and 
confidential access and to award users access to such resources. 
 ILRI staff in Nairobi and Addis Ababa can access directly the server though the network 
using the statistical package of their choice. Access to the server is granted per dataset 
and table and can be fine-tuned to actions like insertions, deletions or updates. 
 Out-posted staff in other locations can access their data using a combination of ODATA 
(http://www.odata.org/) and ODBC with the statistical package of their choice. ODATA 
uses the same security credentials as accessing the server through the network. 
 Staff with limited internet connectivity can request to RMG a snapshot of the data in the 
server in fixed media like memory sticks or via e-mail; changes can then be synchronized 
against the database server. 
If a third party partner is responsible for storing data, then the project contractual agreement must 
specify the requirements outlined in this principle along with requirements outlined in principles 
“interoperability, limited connectivity and translations” and “quality assurance standards.”  
For spatial datasets 
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Spatial data should be stored preferably in spatial databases or as independent files in storage 
systems. Most importantly spatial data must be accessible using standard protocols like Web 
Coverage Service (WCS), Web Feature Service (WFS) and Web Map Service (WMS) 
(http://www.opengeospatial.org/). Internet portals not implanting standard services and offering 
direct download to files or images are not suitable repositories for spatial data. 
ILRI stores spatial data in a PostGIS database (http://postgis.net/). Files sitting in shared folders or 
cloud services like DropBox  are not suitable repositories for these data. The spatial datasets are 
exposed online using GeoServer (http://geoserver.org/) accessible at http://data.ilri.org/geoserver. 
RMG and spatial staff across ILRI has the necessary resources (tools and skill set) to help ILRI staff 
and partners to store and publish their spatial data in ILRI’s geoserver. Security is granted per spatial 
layer to individual users or groups.  
Access to the data is possible through different system: 
 Use the GIS tool of your choice. Most GIS desktop application like QGIS 
(http://www.qgis.org) or ArcGIS (http://www.esri.com/software/arcgis) can connect to 
standard services like WCS, WFS, WMS, among others. 
 Use online GIS systems like GeoCommons (http://geocommons.com/) to connect to the 
same services. 
 Or simply usie the GeoPortal (http://data.ilri.org/geoportal) and click the download button. 
 
If a third party partner is responsible for storing spatial data, then the project contractual agreement 
must specify the requirements outlined in this principle along with requirements outlined in 
principle “interoperability, limited connectivity and translations.” 
For software 
A suitable repository for software should implement distributed revision control and source code 
management (SCM) functionality. Wikis, blogs and other content management systems are not 
suitable repositories for software. 
ILRI manages it software using GIT (http://git-scm.com/) and two online portals: 
 Software that has public application must be placed at https://github.com/ilri (ILRI’s public 
repository).  
 Software for internal usage must be stored at https://gitorious.rmg.ilri.cgiar.org/ (ILRI’s 
private repository). 
You can request a publisher account from RMG. 
If a third party partner is responsible for storing software, then the project contractual agreement 
must specify the requirements outlined in this principle along with requirements outlined in 
principle “interoperability, limited connectivity and translations.” 
Backup 
All data and software is backed-up following the routinely ILRI’s server backup policy. 
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Interoperability, limited connectivity and translations 
Interoperability (the ability of software systems to link together) must be separated between 
catalogue and data interoperability. The former relates to discovering and accessing the different 
datasets and tools available in the system; the later concerns standard access to the actual data.  
Catalogue interoperability 
ILRI’s main portals (Data, GIS and Tools) expose their catalogue through standard protocols and 
formats. Both the data and tools portal expose available information using CKAN API and the result 
is in JSON (http://en.wikipedia.org/wiki/JSON) format. ILRI GIS portal exposes its data using “Catalog 
Service for the Web” (CSW) and the result in in XML (http://en.wikipedia.org/wiki/XML) format. 
Data interoperability 
Data in the database server is exposed in RDF format using D2RQ (http://d2rq.org) and ODATA. The 
different between RDF and ODATA is that the later allows modifications of the data. 
Spatial data like maps and remote sensing images are exposed using GeoServer and protocols like 
WCS, WFS, WMS, among others. 
Accessing software source code 
The source code for software available either at ILRI’s public or private repository can be accessible 
using standard GIT tools. 
Interoperability happens in the background. For ILRI staff and partners once they publish their 
datasets or tools in ILRI’s portals they become available to connected systems automatically. Consult 
RMG if you have questions regarding the Interoperability of ILRI’s systems. 
If a third party partner is responsible for making available data, then the project contractual 
agreement must specify the requirements outlined in this principle. 
Limited connectivity and translations 
ILRI’s outputs should be available to all, regardless of their internet speed or language. For people 
with very slow internet connectivity ILRI’s data portal can expose individual tables of a dataset for 
download instead of the whole set. For users with intermittent connectivity or requesting big 
datasets like maps it is possible to move these resources to DVDs by contacting RMG. 
 
All ILRI portals support “Language Localisation”, however localising a portal takes substantial amount 
of time and thus is a very low priority activity. RMG will try to localise in a period of 5 years all 
portals to support at least Arabic, Chinese, English, French, Russian and Spanish. 
 
Text inside datasets in the database server can only be translatable if it is planned at the design 
stage of a study. It is the responsibility of scientist and partners to translate any study into different 
languages.  
Learning across research activities 
A series of indicators has been developed at ILRI for collecting standardised data across projects. 
These indicators will form the base of a Development Indicator Bank (DIB). The DIB will house all 
data related to ILRI’s development indicators, CRP IDOs and medium-term outcome indicators.  The 
DIB will be the primary repository of all development related data. These data are generated from 
both secondary data and activities on the ground (e.g., baseline surveys). The system is supported by 
RMG and maintained jointly with the ILRI MEL Team (in LGI Program). 
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The use of data from activities on the ground will depend on the project objectives and the 
responsibility for producing these, with support from RMG and our research programs, is with the 
MEL Team. 
Version 2 of the Data Portal (http://data.ilri.org/portal) will be designed to produce summaries of 
these indicators across projects / countries / regions etc. 
 
Assessment, impact and review 
Review 
The data management and sharing policy and its supporting documents and tools should be 
reviewed and updated on a yearly basis to ensure the inclusion of new tools, techniques and 
processes for good data management and sharing. 
Tracking usage and impact 
To estimate the impact of ILRI’s research outputs, including data, it is important to keep track of the 
access to the different resources offered in the available portals. ILRI’s data and tools portals are 
able to register information about each user who downloads a resource; name, organization, 
country, sector (public or private) and a short description on the usage intensions with the data. The 
geoportal, as it works with open protocols, can only store information about the IP address of each 
request. 
 
Funding   
ILRI projects (including CRPs) should adequately plan and budget for data management and open 
access. At an institute level, or via the CGIAR Open Access Initiative funds should also be allocated 
for maintaining ILRI data management infrastructure including repositories and online portals. 
For support on budgeting data management and open access of data refer to: “ILRI data 
management protocols – process, roles and responsibilities, staffing and budgeting.” 
 
 
 
 
 
